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Abstract

Development and Response of Change in

South Korea Cyber Attack Tactics in North

Korea

Kim, June Seob
(Institute for Unification and Security Convergence)

-

Defense Commission.

In the 21st century, cyber space, which has changed as the center of the new
security environment, has become an indispensable area of absolute security
for all countries. This cyberspace has become a key battlefield that does not
distinguish between peace and war in a new type of security environment.
This study evaluated and analyzed the persistence and change of cyber tactics
against North Korea. In other words, the changes in North Korea's cyber
tactics were tracked by comparing the ‘hybrid cyber tactics’ based on cyber
activities of the Kim Il-sung, Kim Jong-il, and Kim Jong-un periods after
division. In the Kim Jong Il era, the “Unification Front Tactics for South Korea”
developed cyber-craft tactics using cyberspace in the 2000s, riding on the
development of information and communication in South Korea and the rapid
growth of the Internet cyber environment. In particular, in February 2009, the
Labor Party Room 35 and the Operations Department, which were in charge
of public affairs in South Korea and abroad, were separated from the party and
integrated with the reconnaissance bureau of the People’s Armed Forces. It
launched the Reconnaissance General Bureau, an organization that expanded
cyber organizations, and established an independent anti-South Korean
operational organization system directly led by the chairman of the National

~
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